Virtual organisations (VOs) are composed of a number of individuals, departments or organisations each of which has a range of capabilities and resources at their disposal. These VOs are formed so that resources may be pooled and services combined with a view to the exploitation of a perceived market niche. However, in the modern commercial environment it is essential to respond rapidly to changes in the market to remain competitive. Thus, there is a need for robust, flexible systems to support the process of VO management. Within the CONOISE (www.conoise.org) project, agent-based models and techniques are being developed for the automated formation and maintenance of virtual organisations. In this paper we focus on a critical element of VO management: how an effective VO may be formed rapidly for a specified purpose.
Introduction
Virtual organisations (VOs) are composed of a number of autonomous entities (representing different individuals, departments and organisations) each of which has a range of problem solving capabilities and resources at their disposal. These entities co-exist and sometimes compete with one another in a ubiquitous virtual marketplace. Each entity attempts to attract the attention of potential customers by describing the cost and qualities of its services, with the goal of selling these services. Sometimes, however, one or more of the entities may realise there are potential benefits to be obtained from pooling resources: either with a competitor (to form a coalition) or with an entity with complementary expertise (to offer a new type of service). When this potential is recognised, the relevant entities go through a process of trying to form a new VO to exploit the perceived niche. Consider two examples. First, suppose that two relatively small airline companies with complementary routes agree to cooperate and coordinate their services so that they may offer flights, as a coalition, between a wider range of destinations, with a view to becoming more competitive in this market. Second, a streamed video content provider and a high bandwidth mobile service provider may agree to collaborate in the delivery of such content as a service to mobile devices -a new type of service. Given the independent nature of the entities involved, there are numerous reasons why the formation of a VO may fail. If it succeeds, however, the collection of independent entities will act as a single conceptual unit in the context of the proposed service (they may continue to retain their individual identity outside this context). In particular, the participants must cooperate and coordinate their activities in delivering the services of this newly formed organisationthe participants must have the ability to manage the VO effectively. In dynamic environments, however, the context may change at any time, such that the VO is no longer viable. It will then need to either disband or re-arrange itself into a new organisation that better fits the prevailing circumstances.
This automated formation and ongoing management of virtual organisations in open environments represents a major research challenge. A key objective in putting such organisations together is to ensure that they are both agile (able to adapt to changing circumstances) and resilient (able to achieve their objectives in a dynamic and uncertain environment). In such environments, the participants' behaviour will be informed by exploiting a number of diverse forms of information -advertisements (capabilities and reputations of individual agents), meta-data (schemas and ontologies) and information resources (databases and knowledge bases).
The CONOISE VO management model builds upon extant research results. In particular, we are exploiting those from two large-scale projects in the broad area of enterprise-wide business management systems: ADEPT [6] and KRAFT [13] . The ADEPT project was concerned with the flexible management (through automated negotiation) of business processes within a static organisational structure. The KRAFT project developed flexible models and techniques for information interchange. Both these projects contribute important elements to CONOISE, but the novel contribution of the CONOISE project is to provide a model of VO management that operates in a robust and resilient manner in complex electronic commerce scenarios. In this paper, we focus on the first element of a complete VO management system: VO formation. The formation of a virtual organisation within the CONOISE system is grounded on three key technologies: the decision-making mechanism of an individual agent, an auction mechanism for the allocation of contracts, and the representation of services. The contribution of this paper lies in the integration of these technologies to provide a solution to the problem of forming effective virtual organisations in complex, information rich environments.
Before the CONOISE solution to VO formation is discussed in detail (section 3), it is important to have a better understanding of the issues that must be considered in developing a computational model of VO formation and to present a specific scenario in which the ideas presented in this paper may be grounded (section 2). Following the detail on VO formation, we discuss avenues for future development by returning to the example introduced in section 2 and present our conclusions to this paper (section 4).
A VO Formation Scenario
In presenting an overall picture of the CONOISE VO management process, we will use a specific scenario. This scenario illustrates a number of important characteristics that must be taken into account in the development of an effective VO management system. First, there may be multiple services available from a number of agents representing independent organisations. Multiple agents may offer broadly similar services. The services themselves are described by multiple attributes; for example, price, quality, and delivery time. The services available may change over time: new services may become available, or agents may alter the way in which existing services are offered. Services may differ in terms of the number and heterogeneity of the tasks involved in the delivery of the service and their degree of interdependence, and the type and frequency of interactions between different customers while the service is being delivered. The agents involved in the system may also employ different policies for dealing with the uncertainty inherent in such a domain; for example, an agent may generate slack resources to limit the possibility of a loss in service to the customer, or it may employ rigorous coordination mechanisms to improve supply chain integration.
With these issues in mind, consider the following scenario. A user wants to purchase and receive a monthly movie subscription package on his PDA/phone, and a monthly news service. The user also wants a monthly package for his PDA/phone that includes 30 free text messages and at least 50 free minutes per month. This is a reasonably complex and realistic set of requirements that incorporates four types of service: movies, news, text messaging and a phone service. Within the scenario, a requirements agent, RA, represents this user. In addition to the agent representing the customer's requirements, there are a number of agents representing service providers (SP1-SPn). The services that these agents provide are captured as 'packages', which may represent quite complex offers (see section 3.2). Suppose that agent SP1 offers a number of packages containing news and movies services. The packages on offer may include, for example, news and movies services for one month at £30 per month, and the same service for six months at £25 per month.
Prior to the requirements agent, RA, initiating the process of VO formation, it is assumed that each service provider advertises the services that they offer -e.g. movies or text messaging -to a yellow pages agent (YP). This agent is consulted by the requirements agent and asked to recommend agents that Following the receipt of this information, the RA will distribute a call for bids to fulfill a specific set of requirements (see figure 1 ). In this call for proposals the units movies, news, text messaging and the values associated will represent components in a package and the values and attributes of that package. The service provider agents must now decide whether and what to bid in response to this call. Suppose that there are four service provider agents contacted in this way -SP1-SP4 -and the packages on offer are those illustrated in table 1. Note that SP3 imposes a further constraint of the package that it offers: both the services stated in the package must be taken together. How these packages are constructed is not specified, but an individual service provider could have put a package together from its own resources or through the formation of a virtual organisation.
The requirements agent must, once the deadline for proposals to be submitted has passed, select some combination of services that best suits the needs of the user. An appropriate combination of services given these bids is to take the movies service offered by SP1 (note that this package may be split into its component services), the news service offered by SP2 and both text and phone services offered by SP3. Although the text messaging service requirement is not met, this represents the best choice given the circumstances. Thus, once proposal acceptances and rejections are sent to the agents that submitted bids, a virtual organisation is formed that involves RA, SP1, SP2 and SP3.
We will return to this scenario throughout the following section and then again in section 4 where VO maintenance is discussed as the principal focus of future development. However, at this point we present the detail of the CONOISE VO formation mechanism.
The Formation of a Virtual Organisation
As discussed in the introduction, the novelty of this research lies in the technologies being employed in the management of virtual organisations and their integration in a coherent VO management system. Here we focus on the first element of this integrated system: the formation of a VO. In developing a model of VO formation, there are a number of issues that must be taken into account including: • An agent that is considering whether to offer to join a VO must determine the conditions under which it is profitable for it to join (see section 3.1).
• An agent must be able to recognise circumstances in which it should initiate VO formation (see section 3.1).
• The agent that initiates the VO formation process must, given a number of offers, determine the best combination of business partners (see section 3.2).
• In the support of these decisions, rich descriptions of service quality are required to capture the extent to which services meet the expectations of consumers (see section 3.3).
Determining What to Offer
The purpose of a service provider agent is be able to create a bid in reply to a call for services, and decide how much resource it can, and more importantly, how much resource it wants to provide as a bid for the procurement of that service. Furthermore, any agent may, when considering what to offer, take on the role of the requirements agent in figure 1 and issue a call for bids if it identifies a shortfall in its existing resources available. Each agent must, therefore, be able to act as a contractor and supplier in any given situation. To give such dual-purpose functionality, we have designed a Constraint Satisfaction Program (CSP) that models the decision making process the agent must take in such scenarios. We can see that the last option represents the scenario where the agent becomes the contractor, and itself begins the process of issuing a call for bids to other agents in the environment.
The technique used to provide the decision making process is based on a cumulative scheduling CSP [3] . Usually, this is defined as the maximum allowable limit from a finite 'pool' of resource that can be used collectively by the agents at any given time [1] . We define our problem differently; rather than the agents taking resources from a communal resource, we have the agents contributing to the communal resource, and we define a minimum allowable limit so that the set of agents must provide this service at least or above the required threshold limit over the required time. If it is not possible, then we use the CSP to highlight the deficit and can then look to contracting-out for the provision of this shortfall.
To explain our cumulative scheduling based algorithm, we first define the problem. Given a set of n agents in a VO, each of whom can provide a specific finite amount of a resource R, {R 1 ..R n }, a set of start times describing when the agent can begin providing each of the resources {S 1 ..S n } and a set of durations over which the resource is available {D 1 ..D n } we can say, for an agent i ∈ {1 . . . n}, that the function δ i (t) evaluates to 1 if the current time t is within the agent's resource start and end time (S i < t ≤ (S i + D i )), and 0 otherwise. Then, an amount r of resource R is available over a time period 
In other words, the total sum of the resource provided by the set of agents with indices {1 . . . n} in a VO at any time between 1..t does not fall below the resource limit r specified. Using this representation means that we can also use constraints on the agent resource domains to represent existing commitments on those resources.
In our scenario, this helps us to model the decision making process as the agent can look at the existing partners in its VO, as well as its own resources and the existing commitments, and see whether it can accommodate the new allocation of resources asked of it. As an example, let us look at an agent a1 who is in a VO with two other agents a2,a3. All can provide a certain amount of bandwidth (10, 20 and 30 units respectively). Agent a1 is asked to provide a total bandwidth amount of 40 units (as described in the introduction) from time 0 to 80, so it uses the knowledge of the amount of resources contributed from the other agents in the VO (along with its own) to work out if this is possible. Figure 3 shows an example allocation. A total rate of 40 units is provided by a3 and a2 between 0 and 50, then a3 and a1 between 50 and 80. We can also add constraints on the resources available for each agent at each point in time to represent commitments under other contracts.
Of course there are many permutations that we can have in this resource allocation process. What we have described so far shows what the agent can do, but we also want to be able to model a utility that allows the agent to choose between competing viable allocations (i.e. decide what it wants to do).
We have implemented this utility using constraint reification, where each constraint on the domain of the resource has an associated value, 1 or 0, which depends on the success or failure of the constraint. For instance, using SICStus Prolog notation, X ≤ Y# <=> B states that if X is less than Y, the variable B is set to 1, otherwise it is set to 0. When the agents try to provide a new resource we take into account the current commitments of the agent (all the constraints currently posted against the resources) and we get a set of reified values for each commitment which we can then use to see which constraints are satisfiable alongside the new call for bids, and which ones 'fail', and so have a 0 value in their reification, that is, the resources cannot be allocated in the current situation. We can also highlight where the new bid is failing and identify the shortfall. Using this information, we also have a basis on which we can look at quality and pricing metrics (see section 3.3) for commitments in comparison to the new resource being bid for, and this therefore allows us to prioritise the commitments we have against any new ones that might arise. Before we discuss quality issues, however, we will address the problem of which offers the agent initiating VO formation should accept to create the best, or at least a satisfactory, VO.
Determining What to Accept
Since VOs do not have a rigid organisational framework, the selection of partners is one of the most important activities in the formation of the VO [12] . However, there are several requirements that need to be met by this process:
• The most suitable set of partners from those that are available should be selected. In this context, most suitable means the ones with lowest price bids. Note that the price here does not just mean the monetary value of the bids but may be a combined rating value, calculated from monetary value and other attributes of the goods/services offered by the partners (e.g. delivery time).
• The selection should occur within a computationally reasonable time frame so that the market niche can be exploited as it becomes available.
• The potential partner should be able to vary their bid depending on their involvement in the VO. Thus, for example, a partner may be willing to complete services more cheaply if it has a high degree of involvement in the VO (because the intrinsic costs can be depreciated over many instances). In contrast, if an agent has a comparatively small involvement then the unit cost may be much higher.
Given the open nature of the environment and the lack of a pre-ordained structure, we believe this creation process is best achieved using some form of marketplace structure (auction). This is because markets are a highly effective structure for allocating resources in situations in which there are many self-interested and autonomous stake-holders. There are, however, many different types of auction (see [15] for a classification) but in this work it was decided to adopt a combinatorial auction approach. A combinatorial auction is a sophisticated type of auction where multiple units of multiple (potentially inter-related) items are traded simultaneously. In a combinatorial auction, bidders may bid for arbitrary combinations of items. For example, a single bid may be for 5 movies, 24 news updates (per day) and 20 minutes of phone at a total price p per month. A more complicated bid may be for q 1 movies and q 2 news updates at price 30 * q 1 + 3 * q 2 if q 1 < 10 and q 2 < 24, and at price 20 * q 1 + 2 * q 2 if q 1 ≥ 10 and q 2 ≥ 24. This particular type of auction is suitable for this problem because the degree of flexibility in expressing offers allows the potential partners to vary their bid depending on their involvement in the VO.
However, the main disadvantages of combinatorial auctions stem from the lack of a compact and expressive bid representation and efficient clearing algorithms for determining the prices, quantities and trading partners as a function of the bids made. Without such algorithms, because of the computational complexity of the problem, there may be unacceptable delays for auctions that have only a medium number of participants. Thus, in the CONOISE context, a compact and expressive bid representation language and efficient clearing algorithms for combinatorial auctions have been developed [4] .
Specifically, we developed a bid presentation language where the price of a package, P i (r 1 , . . . , r m ) is specified as:
where P j i is the price function of agent i for item j, in the form of a piecewise linear curve (i.e. the function's graph is composed of many segments, each of which is linear), t j is the segment number of P j i that r j belongs to and ω i is a function that expresses correlations between items in the set of segments.
More precisely, each piece-wise linear function P Note that the segments are not required to be continuous; that is, (s j i,l+1 − e j i,l ) may not equal 1. Also, for convenience, we call segment number 0 the segment in which the starting quantity, the ending quantity, the unit price and the fixed price are all equal to 0. Thus, the number of segments of P j i , including this special segment, will equal N j i + 1. The correlation function ω i has many potential uses in real-life scenarios. For example, suppose bidder i, selling 3 items (movies, text messages and phone calls), wants to express things like "I am willing to sell 100 minutes of phone calls per month and 50 text messages per month together with a price p, but not separately". Using our correlation function, this can be expressed by adding segments t 1 and t 2 , which contain only 100 and 50, to the functions P 1 i and P 2 i , respectively, then giving ω i (t 1 , t 2 , t 3 ) a very small value, for every t 3 , and giving P 1 i (100) and P 2 i (50) very big values. This way, the auctioneer will never choose to buy 100 minutes of phone calls or 50 text messages separately.
This means of representing bids is novel and superior to popular bid representations. Compared with other work in this area [5, 14] it is more expressive as it allows bidders to detail the correlation between separate items. Compared to XOR atomic proposition presentations, it is nearly as expressive but much more compact. Moreover, this case is important to consider because piecewise linear curves are commonly used in industrial trading applications [5] and any general curve can be approximated arbitrarily closely by a family of such functions [14] .
Two sets of clearing algorithms have been developed: one with polynomial complexity and has been shown to produce a solution that is within a finite bound of the optimal, while the other is not polynomial but is guaranteed to produce the optimal allocation. In particular, the former uses a greedy approach, and has a running time of O(n 2 ), where n is the number of bidders. The solution it produces is shown to be within a finite bound of the optimal, which is proportional to n and K m−1 , where m is the number of items and K is a small constant. On the other hand, the latter is guaranteed to produce the optimal allocation, and has a worst-case running time that is proportional to mn · (K + 1) mn , where K is the upper bound on the number of segments of P j i . As these two sets of algorithms provide a trade-off between running time and optimality of solution, they provide the user with more flexibility. In cases where the running time is more crucial, the polynomial algorithms would be more appropriate, while in cases where optimality of the solution is more desirable, the optimal algorithms will be better suited.
Managing Quality of Delivery
In this section we describe the role of the Quality Agent (QA) in the CONOISE solution to the problem of VO management. The QA is responsible for collecting information related to the quality of the services offered by SPs, and to supply this information to the RA agent for it to use in the process of forming a VO. The information about quality of service (QoS) provides another basis for negotiation (in addition to the price), and thus is important to the process of VO formation.
There exist various interpretations of QoS in the literature and a large number of methods have been proposed for managing QoS in marketing, e-commerce and other systems [2, 9, 11, 16, 7] . While some qualities, such as network traffic and speed, may be monitored automatically, more subjective qualities, for example, frequency of news updates, require user preference information. Existing methods typically invite users to rate a service in absolute terms, e.g. good, bad or 7 out of 10. Such quality ratings may not be very meaningful or can even be misleading in some cases, because the context within which the ratings are derived is not known.
In CONOISE, we attempt to address the problem by introducing a model for collecting and monitoring QoS relative to specific users or types of user. That is, we attempt to collect from service users (or their agents) QoS ratings as well as their expectations on QoS, so that we can measure how well a delivered service meets users' expectations. More specifically, let S be a service and q 1 , q 2 , . . . , q n be a set of attributes with which we wish to monitor QoS for S. We collect the following from service users for each q i of S: QE(q i ), QP (q i ), QR(q i ) where QE(q i ) represents the QoS that the user expects from S with respect to q i , QP (q i ) the actual QoS of q i perceived or experienced by the user after using S, and QR(q i ) the rating that the user gives to S in terms of q i . All three values are represented by real numbers in the range [0, 1] . For example, the quality of news update frequency may be rated by a user as QE(f r) = 0.65, QP (f r) = 0.76, QR(f r) = 0.85 indicating that an above average frequency was expected (0.65), the actual update delivered was more frequent (0.76) and, consequently, < 0.9, 0.7, 0.5 > A6 < 0.9, 0.7, 0.6 > < 0.9, 0.4, 0.2 > Table 2 : A set of example quality ratings collected for SP1 and SP2.
the quality of service was considered to be good (0.85).
To combine QoS ratings collected from service users into an overall assessment of quality for a given service S, we perform two calculations: (i) combining individual ratings for each q i of S into an aggregate rating, and (ii) combining the ratings for individual q i 's into an overall rating for S. Currently, we treat all quality attributes to be of equal importance and (ii) is derived by a simple average of the individual ratings. But it is possible to consider a weighted average so that the fact that some attributes are more significant than the others may be taken into account. The combination of individual ratings depends on the quality assessment request, R, received by the QA. If R specifies no quality expectation on q i , then Q(q i ) = k j=1 w j × QR j (q i ). This is equivalent to the majority of existing approaches to quality calculation; the overall rating for q i is a weighted sum of individual ratings, and the weights are used to allow factors such as trust to be taken into account [16] . If R specifies a quality expectation E(q i ) = α ∈ [0, 1] on q i : (the quality expectation on q i is α), then Q(q i ) = m j=1 w j × QR j (q i ) Here, QR j (q i ) is a rating whose corresponding expectation QE j (q i ) is compatible with E(q i ) = α. In this paper, we use a simple criteria for determining whether the two are compatible: QE j (q i ) and E(q i ) = α are compatible if |QE j (q i ) − α| ≤ δ, where δ is a constant. However, more complex forms of compatibility test are possible, for example, by specifying quality expectations as ranges and by allowing fuzzy matching between QE j (q i ) and E(q i ) = α. Further discussion on these issues are beyond the scope of this paper.
We now illustrate our quality model and assessment by considering the scenario given in section 2. Suppose that we have six agents (A1-A6) who have used the news services provided by SP1 and SP2. Each agent is then asked to rate the services in terms of news update frequency. Table 2 shows the ratings collected.
In this example, the users of SP1 have high expectations, but do not receive what they expect. Users of SP2, on the other hand, do not have high expectations but are generally satisfied with the service. It is this difference in expectation that QA exploits in assessing QoS for services. Suppose that QA is asked to assess QoS for SP1 and SP2 in terms of news update frequency, fr, given E(fr) not specified, E(fr) = 0.5 and E(fr) = 0, 8, respectively. Assuming that we have δ = 0.1, the result of calculation is: (i) when E(fr) not specified, QoS of SP1 is 0.50 and QoS of SP2 is 0.63; (ii) when E(fr) = 0.5, QoS of SP1 is 0.60 and QoS of SP2 is 0.85; and (iii) when E(fr) = 0, 8, QoS of SP1 is 0.50 and QoS of SP2 is 0.20. The quality ratings for SP1 and SP2 can, therefore, vary with respect to expectation. This is in contrast to more conventional approaches to quality calculations that do not consider user expectations (equivalent to E(q i ) not specified), our method gives a more meaningful rating for a service on a case-by-case basis.
Finally, it is worth mentioning that although QP (q i ), the quality perceived by the user, is not used in quality calculation at the moment, it can play an important role in deriving more accurate quality assessment. For example, by monitoring the relationship between QR(q i ) and |QE(q i ) − QP (q i )| over a period of time with sufficient rating data, we can determine whether a particular agent has been "harsh" in rating services. By factoring such knowledge into quality calculations, we can deliver more accurate QoS assessment for the RA agent.
Conclusions and Future Development
In this paper, we have focussed our attention of VO formation. However, once formed, a VO must be managed effectively, and, possibly, restructured if new opportunities are identified or problems encountered. Returning to the scenario introduced in section 2, suppose that a new service provider, SP5, enters the environment offering a text messaging service with 200 free messages per month. This opportunity may have been recognised by the RA by monitoring new package advertisements, or by SP5 approaching the manager of the existing VO. If such an opportunity is recognised by RA it may consider re-negotiating the contracts that bind this VO together.
Suppose that RA attempts to re-negotiate with SP3 for just phone calls, and take the text messaging service provided by SP5. However, SP3's deal has a constraint that says both phone calls and text-messaging services must be taken together as a package. RA may then decide to seek an alternative provider of phone calls (in this case SP4). (There may, of course, be penalties to pay for withdrawing from the contract with SP3, and such factors must be taken into account when RA considers restructuring the VO.) As a result of this restructuring, SP3 ceases to be a member of the VO, but two new suppliers -SP4 and SP5 -become involved. It is not only opportunities in the form of new service packages becoming available that the manager of a VO (in this example RA) must take into account. Problems may occur that may force the restructuring of the VO; for example, SP2 may withdraw its news service. This issue of VO restructuring through bi-lateral negotiation is an important focus of interest in the CONOISE project [10] , but it is outside the scope of this paper.
One important issue not considered here relates to issues of trust and reputation. Whenever interactions take place between different agents, trust and reputation take on particular significance, especially in the context of virtual organisations in which agents must rely on each other to ensure coherent and effective behaviour. Though some work has been done in this area, the focus on VOs has been limited, with the majority adopting the stance of assuming complete trust, and avoiding the issue. However, as has been recognised [8] , questions of deception and fraud in communication and interaction, of assurance and reputation, and of risk and confidence, are critical, especially where interactions take place with new partners. In future work, we will seek to understand the requirements for trust and reputation and evaluate existing models with regard to identifying the specific needs of VOs. Among the potential mechanisms for trust and reputation are centralised reputation systems currently used in the context of marketplaces, and personalised reputation systems in social networks, both of which will be explored.
In conclusion, a flexible mechanism for the formation of VOs has been presented in this paper that combines constraint solving, market clearing and quality modelling techniques. This model has a number of significant advantages. First, through quality modelling and the use of expressive representations of service packages, the CONOISE system may be deployed in realistic electronic commerce scenarios. Second, through the use of state-of-the art market clearing algorithms, VOs formed by the CONOISE can be guaranteed to be within a finite bound of the optimal solution. Finally, taken in the context of the wider VO management process the VO formation mechanism presented in this paper represents a critical element of a flexible and robust solution to the problem of automating the management of virtual organisations.
